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The development and increase in the use of the Internet has brought about many changes in our lifestyle. Businesses have increased their presence, and personal usage of the Internet has risen dramatically. Many have put small businesses on the Web. Instant messaging and e-mail has become an indispensable part of everyone’s life. Why bother to send a letter that can take three days to arrive, when the same letter can be sent in a second?

“Moreover, the increasing use of and dependency on networked computers by Americans to obtain critical medical services, to conduct research, to be entertained, to go shopping and to communicate with friends and business associates, raises special concerns about the privacy and confidentiality of their computer transmissions.” President Clinton

The problems we face are nothing new. In fact, the worry over data being stolen has been going on for centuries.  From the time of the Pharoah’s tombs, to tattooing the information on a man’s shaven head, to Caesar’s shift cipher, to the algorithms seen today, all had the same thought in mind: to protect the message from prying eyes. Even as children, the mystery surrounding “secret codes” was of an interest to many; disappearing ink, decoder rings, passing notes in our own code, or even a foreign language were put into play.

Those who have used encryption in the past are names many are familiar with: Thomas Jefferson, Andrei Sakharov, political prisoners Doan Viet Hoat, and organizations such as Human Rights Watch or Amnesty International. Encryption, in these cases, offered the most fundamental protection to those who seek freedom, or to bring abusive actions by a government to light. However, in order to be effective, it had to be strong. 

Today, the following are but a small example of the strong encryption schemes freely available:

1. AES-Advanced Encryption Standard (Rijndael) – 256 bit

2. 3DES - 192 bit

3. Blowfish – 448 bit

4. Twofish – 256 bit

5. MARS – 448 bit

6. Serpent – 256 bit

7. Skipjack – 80 bit

This list is obviously not all-inclusive. Algorithms of 512, 1024, and even 8 million bit (MercuryXE) are readily available for use.
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Along with strong encryption schemes being readily available for download, there are also several anonymous e-mail services such as the following:

· Advicebox.com

· Anonymizer

· Quicksilver

· Private Idaho

· Potato

· Mixmaster*

*  How it works: You send an email, and it’s encrypted using 3DES. It’s then sent to multiple Mixmaster servers, who strip off the return address each time. On the last leg of its journey, the message is decrypted, and sent to an inbox. The founder, Lance Cottrell (Anonymizer’s President), says it’s “hack- and spoof-proof”. Interestingly enough, since no records are kept of anyone’s comings and goings, Anonymizer has many local police, FBI, and US embassy personnel signed up for the services.

While anonymous email is a great tool for whistle-blowing, or giving the police tips, as was the case when over 22,000 tips came in after the events of 9/11, it can also be used for less than stellar purposes, which makes it a double-edged sword. Using it for free speech, such as the Chinese do, and as Yugoslavian human-rights activists have done while under the Milosovec regime, is what it’s all about. Having it used by terrorist cells to communicate, obviously, is not acceptable. 

With computers and technology getting faster and more powerful, the weaker encryption keys and key lengths have steadily been broken. Examples of code that have been broken are: the “Purple” and “JN-25” code the Japanese used, the “Enigma” code used by the Germans, all during WWII, the 40-bit WEP key, to the once thought secure 106 bit code. To make matters worse, the following is but a minute list of freely available programs that can be used in cracking code:

www.securitystats.com: online check for hashed password strength

www.insecure.org: L0phtcrack 1.5

www.securiteam.com: MYSQL brute force hash cracker

//lasecwww.epfl.ch: ophcrack –windows psswd crckr using rainbow tables

www.core.gen.tr: postgreSQL passwd cracker

www.hot.ee/abargadon: KMD5 – MD5 cracker

www.xfocus.net: rainbowcrack – works on MD5 and SHA1

www.atstake.com: LC5

www.ngsec.com: nghashcrack

//ikecrack.sourceforge.net: ikecrack – IKE/IPSEC crack tool
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In November 2001, two PhD students at the University of Cambridge, using COTS hardware and specially-developed software, accessed the encryption keys on an IBM 4758 cryptographic co-processor. In 20 minutes, the students had ‘coaxed’ the DES and 3DES keys from the banks processor, then spent two days cracking the codes of accounts. Anyone with a modicum of skills, $995, and 20 minutes access to the IBM hardware could accomplish the same thing, the students say.

In other news shorts: A Canadian-based Cyber security company verifies they could shut down the entire Northeast power grid. The U.S. gov’t itself warns that our infrastructure can be crippled; the L0pht group warns of similar issues. During a congressional hearing, it was said that for $1 billion, and 20 people, the entire nation’s infrastructure could be brought down.

During 2003, there were 9.3 million reported cases of identity theft, at a cost of $4.7 billion. Add to this cost the fact it will take a majority of these people 3-4 years to clear everything up, and the total costs are unbelievable. Imagine what the costs would be if everyone reported this crime!

As the Internet and technology have grown, so too, has this particular crime. Hacking into someone’s computer has gotten easier with programs one can download off the Internet. PIN numbers, credit card numbers, and other vital, private pieces of information are being taken from people totally unawares, such as those who use the picture taking capabilities in today’s cell phones while waiting in line at ATM’s. However, the Internet has made the theft of personal identity, property, and malicious use of others systems easier in the fact that, the perpetrator doesn’t have to be physically involved. The strain and stress one experienced in assuming another’s identity is now being assuaged by the silent stream of one’s and zero’s as they make their way across the ether.
The criminal contingency of our world has seen to it that this technology can be, and is, used for their own purposes as well. This has risen to the point that the Federal Government has had no choice but to adopt stricter measures in dealing with these cyber-criminals. 

Among some of the more ‘memorable’ attempts;

· Organized crime is making unabashed efforts to turn virus and worm infections into a cash cow: Bagle author warns Netsky author to back off, and stop trying to ‘ruin’ the ‘business’ of professional virus writers.  

· 8 days after MYDOOM.A hits the streets, millions of IP’s are scanned, looking for the backdoor left by the worm: result is that millions of compromised systems are for sale.

· Web servers are being set up on compromised systems, then used as hosts

· The U.S. had, in 2002, an estimated 7000 ISP’s, 11,108 Linux Web Servers, and 165.75 million users.

· Fraudulent domain-hosting schemes have IP addresses expire/change every two minutes.
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· Captured Pakistani terrorist carrying 51 optical disks and three computer systems full of terror intelligence shows groups are technically adept: information found on systems led to another one thousand+ disks being seized, and other terrorists jailed.

· The drug cartels, Russian and Italian Mafias, and terrorist cells all use Internet for their own purposes.

· Tools such as steganography, anonymous e-mail accounts, and encrypted messages in high usage among terrorists, as well as multi-media.

In  1996, Vermont Senator Leahy was quoted in an address as saying, “American businesses are suffering a double blow from our current encryption policies…. American firms lose billions of dollars each year due to the theft of proprietary economic information, which could be better protected if strong encryption were more widely used.” 

As an example of the type of money that flows across the ether, the following lists some statistics taken from the GNP:

· The Internet generated an estimated $301.4 billion in U.S. revenue and was responsible for 1.2 million jobs in 1998, according to a study by the University of Texas’ Center for Research in Electronic Commerce.

· World e-commerce reached $3.2 Trillion dollars in 2003, and no signs of slowing (IDC)

· Total retail sales for 2nd qtr 2004 estimated at $919 billion, with 1.7% of that being from Internet sales, compared to $852 billion in 2nd qtr 2003, with 1.5% being from Internet sales.

Within his address, Leahy introduced S 376; the Encrypted Communications Privacy Act of 1997. With this bold move, Senator Leahy aligned himself on the side that if strong encryption is to be outlawed, it would hurt U.S. interests. Section 2 states that the purpose of the bill is “(1) to ensure Americans have the maximum possible choice in encryption methods to protect security, confidentiality, and privacy of their lawful wire and electronic communications and stored electronic information; and (2) to establish privacy standards for key holders who are voluntarily entrusted with the means to decrypt such communications and information, and procedures by which investigative or law enforcement officers may assist in decrypting such communications and information.”

The Ninth Circuit Court of Appeals quoted a “high ranking State Dept. Official” as saying “ Policies concerning the export control of cryptographic products are based upon the fact that the proliferation of such products will make it easier for foreign intelligence targets to deny the United States Government access to information vital to national security interests.”
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In 1997, the SAFE act, HR 695 (Security and Freedom Through Encryption) was put into a law that protected US citizens from being told what they could or could not use concerning encryption, as long as it was not being used for nefarious purposes. This bill 

amended Title 18, affirming the rights of United States persons to use and sell encryption and to relax export controls on encryption.

Obviously, this bill was never put into widespread usage.

By June of 1997, another bill was introduced as an alternative to the one pending legislation in Congress. The one pending was the McCain-Kerrey bill, which sought to impose mandatory key recovery within the U.S., while the alternative was for lifting most limitations on the export of encryption software. What resulted was a compromise between the two, with the U.S. citizen losing. It now stands that, if you have what is considered to be a strong encryption scheme on your computer, and someone from Germany downloads it, it is considered to be an illegal export.

The U.S. is not alone in its battle. In 1997, a document was sent to then German Chancellor Kohl, in support of Economics Minister Guenter Rexrodt stand of strong encryption being needed. The reasons stated were for the privacy of individuals and “the development of a robust electronic commerce.”
In 1998,  several news stories broke stating that the stronger web encryption schemes being offered overseas were superior to the then offered encryption scheme allowed outside of the  U.S..  Due to this, many businesses outside the U.S. were hesitant to  perform online transactions due to the weak 40-bit encryption scheme that had been repeatedly, and easily, broken by such groups as ‘Cypherpunks’. Major companies were pounding on the doors of our government demanding that a stronger encryption scheme be allowed for secure overseas transactions. This continued up until the year 2000, when Microsoft and the government allowed the 128-bit encryption scheme to be exported.

From the White House: Sept 16, 1999
“This increased reliance on information and communications raises important privacy issues…Americans want assurance that their sensitive personal and business information is protected….Encryption can address this need….Therefore, my Administration continues to support the development, adoption, and use of robust encryption by legitimate users.” The article goes on to say, that, while the Administration will support it, it also realizes that strongly encrypted material makes it difficult for law enforcement to act in a timely manner, and therefore understands the need for a “sound and effective public policy” that will support the development and use of encryption for legitimate purposes, and still allow law enforcement personnel to fulfill their jobs. 

CESA:


Within this letter, the White house gave its endorsement to CESA – the Cyberspace Electronic Security Act of 1999.  Under CESA, a balance was to be achieved 
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in allowing law enforcement access to encryption keys, while creating ‘significant new privacy protections for lawful users of encryption’. 

It provides the use of recovery agents, whereupon the encryption key would be kept in escrow. These keys could be disclosed upon demand by the government at either 

the Federal or State level, pursuant to a court order or under sect. 2518 of the CESA act. Also under this act, the keys may be disclosed if an emergency situation exists that involves:

i) Immediate danger of death or serious physical injury to any person

ii) conspiratorial activities threatening the national security interest

iii) conspiratorial activities characteristic of organized crime or terrorism, 

      requiring that  recovery information be obtained or used before an order 

      authorizing the same, can, with due diligence, be obtained

The key may also be disclosed under other grounds covered within the act. The non-disclosure portion of the act involves trade secrets, or if the disclosure of the information in court will cause harm to an external party, or disclose the ways and means the government obtained the evidence.

Other attempts:

· The Oxley-Manton amendment to H.R. 695 (the “SAFE” Bill) would have makers of encryption software within the U.S. provide the Gov’t with immediate access to the information in a computer or network without the knowledge of the owner or user of the computer

· The Patriot Act has helped, in some cases, in this arena, by allowing Carnivore and other such programs to intercept emails, and, when necessary, decrypt the contents. It’s also been cause for concern among many civil rights groups.

Rejection of Key Recovery:

1996: The Internet Architecture Board (IAB) and the Internet Engineering Steering Group (IESG), rejects attempts to put private keys in the hands of the government.

1997: Britain, in its manifesto entitled “Communicating Britain’s Future”, explicitly rejects a key recovery proposal.

1997: The U.S. approached the OECD (Organization for Economic Co-Operation and Development), an international consortium, to with proposals for key recovery, knowing that, if internationally accepted, it would then become a de facto standard. However, the OECD rejected the proposal. They instead issued a warning against “unjustified obstacles to international trade and the development of information and communications networks” and “legislation which limits user choice.”

When asked, the following reasons have been given as to why key escrow is not widely accepted:

1. Too many bad memories still abound about the government’s illegal use of surveillance during the ‘50’s through the ‘70’s.

2. Similar abuses recorded in other countries. Many continue to this day in Eastern bloc, Asian, and Latin American countries.
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3. The fear that free speech and human rights as a whole will become trampled under foot.

4. A centrally located key depository is an irresistible target for intruders.

5. Governments often penetrate the security forces of another.

6. Human Weakness: No one is totally immune to bribes or blackmail, vengeful motives, or simple curiosity.

As in everything, for every action, there is an equal (sometimes), and opposite reaction. In this case, there is no exception. Laws that strip away the criminal’s efforts to conceal their nefarious dealings also strip away the honest citizens privacy. The outcry that has arisen for the Government to step out of our everyday private lives has led to many debates, arguments, and legislature being passed to somehow provide a delicate balance. 

Under current US laws, computer programs are protected as speech, as an expression of ideas, and therefore protected under our own First Amendment, as evidenced by the fact they are protected by copyright, and not patent. As an example, the entire code of PGP was written out, then shipped overseas. This was perfectly legal, yet the electronic form could not be shipped via the ‘Net.

Daniel Bernstein is a name not unknown among programming circles, nor among the government, as for the past 9 years, he has successfully been whittling down the U.S. encryption regulations. The University of Illinois at Chicago computer science professor steadily maintains that the current laws concerning encryption are a violation to the First Amendment. The government continues to argue that the restrictions are necessary to “prevent terrorists and criminals from using the web for illegal purposes.”

In Bernstein vs Department of State, it was decided that his encryption program, Snuffle, was an expression of speech, even though it enabled strong encryption. This flew in direct conflict to current law, which, under the International traffic in Arms (ITAR),  defines encryption programs as “munitions”. Munitions, by definition, may be used either for, or against, someone, and is the same term used for bullets in a soldiers rifle. In the case of encryption code, the U.S. Government has stated it cannot be exported without a license. In an interview with CNET in 2002, Bernstein stated that the need for encryption was not going away, and that his main goal in life is to help make the internet a safer place for all. In his words, the ‘genie was out of the bottle”. 
It would seem that with all of our progress to ensure that we, the citizen, can freely communicate in any manner we choose, there comes an event that violently swings the pendulum in the opposite direction. September 11 will live in our hearts and minds forever, as will the ensuing debate of strong encryption. All the talk about whether to enable government sanctioned ‘backdoors’ into  software, once hated, is being looked at heavily. Two days after this horrendous event, Senator Judd Gregg (R-New Hampshire) called for a global prohibition on encryption products without backdoors for 
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government surveillance. In his speech, Senator Gregg stated that encryption makers “have as much at risk as we have at risk as a nation, and they should understand that as a matter of citizenship, they have an obligation" to include decryption methods for government agents.”
Everyone generally agrees that the best defense is a good offense. For computers, the best defense against break-ins – accidental or otherwise – is a good offense in the form of encryption, as it can be used to protect the integrity and privacy of all electronic communications. Yet, with every demand placed upon our legislatures to protect us, we pay the price in lost opportunities. 

To try and place a limit on encryption schemes is ludicrous. Strong encryption is already freely available to the public, worldwide. Companies outside of the U.S. have used 128-bit or higher encryption schemes for some time. Forbidding public access to strong encryption seems to be based on the presumption of guilt of the people in general, by our own government.

While limits may stop issues here in the U.S. it won’t stop others who can still obtain strong encryption freely outside its borders, all across the Internet. Another thought is that, with determined effort, a group of mathematicians could develop their own encryption system using currently published mathematical models.

As controversial as this will be, it bears remembering: Hitler, Mussolini, Stalin, and others like him overtook their nations by disarming the populace first. As an unarmed populace is easily defeated, so too, is an unencrypted populace. To place ourselves at the mercy of those who have no clue as to what really goes on in the security arena is tantamount to giving the keys of the kingdom away to the jester. (IMHO)

Tia Walker, founder and CEO of Zendit, a Seattle based company that offers one-click encryption products warns, “ In the aftermath of the terrorist attacks on the United States, we must be careful that the  “reduce our civil liberties” bandwagon does not arm itself with this tragedy by instigating and taking advantage of unbridled fear.” 

When all is said and done, and the incremental utility of key recovery, strong encryption and personal privacy is brought to the scales of balance, it is not clear that the scales balance in favor of law enforcement.

With this in mind, there is another issue pending which may make all of this a moot point: in June 2004, a French-born mathematician at Purdue has possibly solved the 150-year old Riemann hypothesis. (seeks to explain the apparently randomness of prime numbers) A professor at Oxford stated that “If….it’s proven…it will bring the whole of e-commerce to its knees, overnight.” Sceptics are not entirely convinced yet, though. The paper is currently being exhaustively scrutinized.
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